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Complyant Solutions’ NERC CIP Readiness Diagnostic Tool
Determining Whether You Are Ready For the Upcoming NERC CIP Spot Checks and Audits   
Use this diagnostic tool to assess your company’s current status of “readiness” for the upcoming NERC CIP Reliability Standards Spot Checks and Audits.  This assessment focuses on your current completion level, expertise and resource availability.
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Please, complete your contact information (all fields required)
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NERC CIP Readiness Diagnostic Tool 

1) Has your NERC Registered Entity(s) identified their Critical Assets?
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2) Does your organization have comprehensive documentation describing its Critical Asset Determination Risk-Based Assessment Methodology including procedures, evaluation criteria, and resulting judgments which support critical asset and critical cyber asset decisions?  
3) Did you use an “add in” approach for determining Critical Assets, starting with an assumption that NO assets are critical?
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4) Has your organization designated a NERC CIP Compliance Senior Manager with overall leadership authority?
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5) Does your organization have the specialized cyber security testing AND analysis capability to conduct a Cyber Vulnerability Analysis (Are you aware of the significant and inherent threats in vulnerability testing)?

[image: image11.wmf]Yes [image: image12.wmf]No 

6) Does your organization have resources capable of conducting an independent compliance (Mock) Audits with the necessary cyber security audit expertise?
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7) Does your organization have a document management system that maintains change management controls and access privileges?
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8) Has your organization fully documented its Electronic Security Perimeter(s) including all access points and control mechanisms?
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9) Has your organization approved the required budget to bring your utility to compliance?
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10) Have you identified all of your “Technical Feasibility Exceptions” (TFE) and have they been prepared by competent cyber security technical personnel who can ensure that the TFE requests have satisfied the following requirements: a) not technically possible, b) operationally infeasible, c) poses safety risks that outweigh the reliability benefits, d) conflicts with another regulatory requirement, or e) incurs costs that far exceed the reliability benefits?  
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11) Have you documented a well constructed plan for implementing the Technical Feasibility Exception compensating or mitigating measures AND provided an achievable timeline when you will ultimately achieve strict compliance with the Requirement?  
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12) Does your organization have the expert cyber security staffing, WITH available time to bring your utility to NERC CIP Compliance by your scheduled 2009 NERC CIP Sport Check or Audit date?
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13) Does your organization have procedures for the recognition and reporting of sabotage events across ALL critical facilities (including back up and disaster recovery sites)?
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14) Is your organization able to provide comprehensive audit evidence to support established procedures (either electronic or hard copy) for reporting criteria and to substantiate effective compliance without any doubt?
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15) Has your organization established, maintained, AND documented adherence to a security awareness program ensuring that personnel having authorized cyber or authorized unescorted physical access receive on-going training and awareness reinforcement in sound cyber security practices?  
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16) Has your utility developed and maintained a Cyber Security Incident Response Plan to include response actions, including roles and responsibilities of incident response teams, incident handling procedures, and communication plans for all sites including disaster recovery sites?
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17) Has your utility created and reviewed (within the past 12 months) recovery plans for ALL Critical Cyber Assets?
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18) Is your organization prepared to handle the fines associated with a failed Regional Entities Spot Checks and Audits (up to $1,000,000 per day per violation)?
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19) Is your organization prepared to handle “unapproved” requests for Technical Feasibility Exceptions (TFE)?  Have you allocated enough time and funds to meet the Requirement, if you are refused an TFE?  
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20) Is your utility prepared to handle a potentially substantial reputation loss in the event of a failed NERC and/or Regional Reliability Audit?
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Bottom of Form

HOW COMPLYANT SOLUTIONS 

WILL HELP

If you have answered a negative response to any of the above NERC CIP Diagnostic Tool questions, Complyant Solutions can help.  Our NERC CIP Compliance Solutions are available in a variety of packages designed to best fit your needs and requirements.  
DON’T WAIT!  CALL COMPLYANT SOLUTIONS TODAY @ 248.981.5248 TO LEARN HOW WE CAN ASSIST YOU IN THIS CRITICAL COMPLIANCE INITIAITIVE!
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